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Welcome to the 2nd SECANT Newsletter!

We are pleased to announce the publication
of the second issue of the SECANT newsletter.

SECANT is a 3-year Research and Innovation Ac-
tion from 2021 to 2024 funded under Horizon 2020.

It kicked off in September 2021 and it gathers a
consortium of 19 partners from 10 different coun-
tries including large ICT industries, SMEs, research
institutes, 1 healthcare organization and 1 EU CERT.

The first one and a half year of the SECANT
project workflow was marked by the 4th Ple-
nary meeting, where the partners had the op-
portunity to physically meet for the first time.

Several milestones were achieved during this
first period concerning the Threat Intelligence
Module and the Security Awareness train-
ing. These milestones are described in detail
in the corresponding published deliverables.
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Milestones

Techniques for threat intelligence collection, sharing
and reporting.

The initial version of the SECANT Threat Intelligence
Module (TIM) is ready! The development of TIM is
performed according to the initial architecture of
SECANT as well as the user requirements that were
identified in previous deliverables.

The main role of the TIM is to identify, gather, enrich
and share Cyber Threat Intelligence (CTI) data. CTI
has emerged as a critical component of an organ-
ization’s security and contain information that can
help identify, assess, monitor and respond to cyber
threats.
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The Cyber Threat Intelligence lifecycle.

The recently published Deliverable 3.2 provides a
comprehensive report of the current State of the
Art concerning the field of Cyber Threat Intelligence
(CTI), the various sources of  CTI, the available
technologies of web crawling and the CTI plat-
forms. The State of the Art has been studied in
terms of both the advantages. and disadvantag-
es of the currently available approaches in ‘order to
identify the added value for SECANT. Furthermore,
the deliverable elaborates on the current status of
the development of the TIM module, providing both
high-level overview and technical details of TIM
and 'its supported functionalities(collection, shar-
ing and reporting). In particular,. each functional-
ity is described in detail including material of .the
initial version of TIM’s sub-components.

The TIM and the team that developed it, is high-
lighted in the current Newsletter issue!

Check out the recently published Deliverable 3.2 for
more details.

Security Awareness training for professionals and
clients

In today’s world, it is more important than ever to
be aware of the dangers of cyber security threats.
With the increasing reliance on technology, our per-
sonal and professional lives are at risk if we do not
take the necessary precautions to protect ourselves.

Cyber security awareness is of high importance in
nowadays. Indeed, the amount of sensitive infor-
mation that we store online has increased dramati-
cally in recent years. In addition, we now use our
devices for much more than just communication;
we rely on them for work tasks, entertainment,
shopping, and managing our finances. Finally,
as our devices become increasingly interconnected,
they provide hackers with new opportunities to gain
access to sensitive data or wreak havoc on entire
systems.

Given all these risks, everyone needs to be aware of
how to protect themselves from potential attacks.
Individuals can take steps such as using strong
passwords to encrypt their data and installing an-
ti-malware software. However, these measures
alone are not enough. Organisations also need to
play a role in promoting cybersecurity awareness
among their employees. Therefore, a customized
training procedure must be established to fill in this

gap.

SECANT aims to provide a rigorous solution to the
cyber security awareness problem by leveraging
a learning model that can be broken down in four
stages which are depicted below:

Active
experimentation
Abstract Learning Specific
theorization Cycle cle experience

The fourmstage of the learning cycle.

By using this model as a starting point, SECANT
is developing a Cyber Seecurity Training Module,
a Chatbot app and.initial training material mostly
targeted towards healthcare professionals and pa-
tients.

The initial version of these components is ready and
their development is described in the recently pub-
lished Deliverable 5.1.
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Highlight: the Threat Intelligence Module

presented by ITI-CERTH

What is the role of ITI in SECANT:

ITI has the crucial role of the Scientific and Techni-
cal Management lead of the SECANT project. Fur-
thermore, ITI is one of the technical developers
of some of the tools that will eventually be a part
of the SECANT solution. One of these tools is the
Threat Intelligence Module (TIM).

What is the utility of TIM?

The TIM module is a major tool in the SECANT ar-
chitecure that is responsible for the collection, ex-
traction and sharing of Cyber Threat Intelligence
(CTI) with other SECANT tools or End User through
its dedicated application interface.

More particularly, the TIM performs a both manual
and automatic collection of threats and vulnerabil-
ities, extracts and enriches this information by ap-
plying correlation techniques and assigning cyberse-
curity taxonomies in a dynamic manner. Finally, the
enriched CTI is stored and is available for sharing.

Where does the TIM
from?

leverage data

TIM collects data from several internal and external
sources. Internal sources can be anomalies in the
internal organisations networks, web logs or system
logs while External sources include sources such as
vulnerability databases, CERT feeds, databases with
Proof of Concept exploits, social media, forums, and
relevant web pages from the Surface Web and the
Dark Web.

TIM
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TIM high-level architecture: the four distinct subcomponents.

Information
Technologies
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What is the output of TIM?

The output of TIM consists of CTI and enriched CTI,
mapped to taxonomies and will assist the parallel
pillars of SECANT such as the vulnerability and risk
assesment.

TIM comprises four distinct sub-components, name-
ly the CTI Extractor, the Correlation Engine, the
Dynamic Taxonomy Engine, and the Malware Infor-
mation Sharing Platform. Each sub-module is re-
sponsible for specific functionalities including, data
gathering, analysis, correlation, dynamic, taxonomy
allocation and storage.

How does the TIM gather information?

In order to achieve to gather information, TIM com-
prises of different sub-modules which facilitate the
different functionalities.

TIM will communicate with SECANT’s Interoperabil-
ity Layer (IPL) which will provide data such as logs
and alerts of existing devices within the organisa-
tion. IPL module will facilitate the collection of data
from internal sources by gathering data directly
from the devices (logs from legacy devices) and the
Technical Vulnerability Impact Assessment module
(TVIA).

In addition, the TIM module supports web crawl-
ing for gathering information from external sources
such as relevant websites. The web crawler navi-
gates through the web and extract CTI in an auto-
matic manner.

Furthermore, TIM leverages the MISP platform for
gathering CTI from other external sources such CTI
repositories (e.g., MalwareBazaar) as well as store
the extracted CTI from both internal and- external
sources.

Who are the members of CERTH=FTI invalved in SECANT?

Mr. Dimitris Kavallieros represents the Scientific-and Technical manager (CERTH-ITI) team while
Arnolnt Spyros is responsible for the technical development of the Threat Intelligence Module.
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The interim review meeting took place with
a series of virtual presentations and discus-
sions with the presence of SECANT's Project
Officer Juuso Stenfors.

Mauro Conti Manos Panaousis Ferhan Sahito Sokratis Katsikas

In order to gain new insights and advice
to explore opportunities by stimulating
robust and high-quality conversation the
SECANT consortium put together an Ex-
ternal Advisory board (EAB) with whom a
one-day meeting took place.

Christos Xenakis Ana Ferreira Konstantinos Katzis

The H2020 projects CitySCAPE, HEIR, PUZ-
ZLE, SENTINEL, SECANT and TRAPEZE pre-
sented their results achieved so far and
then joined forces to discuss cyber security
challenges and issues in different domains
(transport, health, SMEs/MEs). The webi-
nar was organised by Cityscape project and
I-SENSE Group of the Institute of Communi-
cation and Computer Systems (ICCS).

i )
SECurity And privacy protectioN in %SECANT
internet of Things devices

ANT, an EU-H2020 project aimed to
en the understanding of risks, at bot
ind technical level through the
f a holistic framework for cyber
isk assessment for enhancing the
3 dlgllal security, privacy, and personal data
protection in complex ICT infrastructures,

Joint Cyber Security Webinar such in the healthcare ecosystem.
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From January 31th to February 2nd Bar-
celona gathered the brightest minds in in-
dustry and the biggest global tech compa-
nies in the IoT Solutions World Congress.
Secant project was there with Saber Mhiri
from i2CAT Foundation.

Intense brainstorming took place
during the long-waited face to face
plenary. meeting in Barcelona. Fi-
nally, the SECANT partners met,
discussed and gave an unprecedent
boost to the SECANT workflow.
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‘In the next SECANT Newsletter

Joint technical workshop

JOINT WORKSHOP

With the participation of 10 Horizon 2020 projects

EU-MADE CYBERSECURITY FOR SAFE,
RESILIENT AND TRUSTWORTHY
APPLICATIONS AND SERVICES

27 February 2023, 9:00 - 13:00 CET, online

On February 27th SECANT will participate in a work-
shop, jointly organised by ARCADIAN-IOT, Electron
Project, ERATOSTHENES PROJECT, IDUNN Project,
IRIS H2020 Project, KRAKEN H2020, Secant pro-
ject, Sentinel - EU Project, SPATIAL Project, TRUST-
aWARE projects will provide an overview on how
novel solutions can protect the complex ICT infra-
structures and create a stronger, more innovative
and resilient European industry.

The EU-made cybersecurity workshop is designed

to provide attendees with the knowledge to create safe, resilient, and trustworthy applications and servic-
es. The online workshop will cover a range of topics related to cybersecurity, including:

a/ Best practices for designing and building secure applications and services.

b/ Techniques for identifying and mitigating cybersecurity risks

¢/ Strategies for ensuring the resilience of applications and services in the face of cyber threats.
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Communication Task Force

The European Commission motivates all project
members to launch synergies with relevant initia-
tives, in-order to address the high need, we all have
for data privacy and security.

Joining forces with related EU-funded projects in
the field of cyber security is a very efficient way to
create synergies. To this end, SECANT is participat-
ing to a Communication Task Force along with other
projects. Through this Task Force many common
activitied are being scheduled.
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Blog series

The SECANT consortium will kick-off a series of brief
articles in a blog format that will give ‘more details
on the tools. developped by SECANT with a more
technical note. The forthcoming scheduled blogs
are:

Blog #1: CERTH - Threat Intelligence Module,
Blog #2: NTTDATA - Digital Identity Management,

Blog #3: I2Cat - Impact Assessment Module.

Stay tuned in SECANT's social media,for-more workshops/webinars and cyber security related articles

)

This project has received funding from the European’s Union’s Horizon 2020 research and innovation program

under grant agreement No. 101019645



SECANT NEWSLETTER\F\

Issue 02 / February 2023

The SECANT cons ri"n’um

3 Large ICT industries

NTTDaTta
THALES

Building a future we can all trust

Is/IMAV/If

Software Imagination & Vision

9 SMEs
’EiGHTBELLS

Independent Research & Consultancy

=: UBITECH
'—'_ axon logic

INFO 1% ianus
LYSiS  consulting

EXALENS
@ adr@stia

Equiliom nResarch & Developmant

Security
Consulting.
( bi%S Ltd
Business and loT
Integrated Solutions
5 research institutes and universities 1 healthcare organization
S s, -
et Karglinska i2cats POLAR!
L¥ %g Institutet -._-;---,-'2“:at Me?ica| RIS
""/NQ\B “
©  Information
TIC 1 European CERT
m ] Tedmologes Salut Social
i gl\il)/ERSITE %F B RN QIR S R R e

Visit our website:
www.secant-project.eu

Y in

Download SECANT*material:

@SecantProject -Droi
7en000 - secant-project secant-project

Click here to stibscribe to‘the SECANT newsletter.
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